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EPMAC | NSTRUCTI ON 5510. 1J

Subj: CLASSI FI ED MATERI AL CONTROL PROGRAM

Ref:  (a) SECNAVI NST 5510. 36
(b) OPNAVI NST 5510. 30A

Encl: (1) Control and Handling of Classified Materi al
(2) Cassified Information Security Check List

1. Purpose. To provide policy and procedures within the
Enlisted Placenent Managenent Center (EPMAC) on nmatters relating
to Classified Material Control Program per references (a) and
(b), and naintain control of classified material as provided in
enclosures (1) and (2). This instruction has been changed in
its entirety and should be conpletely revi ewed.

2. Cancel | ati on. EPMACI NST 5510. 1H

3. Action

a. The Commanding O ficer (CO is ultimtely responsible
for the Classified Material Control Program at EPMAC.

b. The Command Security Manager is the principal advisor to
the CO on information security, and will performduties
prescribed in references (a) and (b).

c. The Cassified Material Control Oficer reports to the

Command Security Manager and al so coordinates with the Physical
and Personnel Security Oficers in the performance of this duty.
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CONTROL AND HANDLI NG OF CLASSI FI ED MATERI AL

1. bjective. To preclude the |Ioss or unauthorized disclosure
of classified material within EPMAC and to ensure EPMAC
classified material procedures conformto the provisions of
references (a) and (b).

2. Policy. Access to classified material will be granted only
to those personnel with proper security clearances, who have
been granted access.

3. Accountability

a. Top Secret. Top Secret material or nessages are not
held by EPMAC. Top Secret nessages are reviewed by an
i ndi vidual required to have a Top Secret clearance. Once the
i ndi vidual reviews the nessages, they are destroyed by NTCC

b. Secret and Confidential. Ml containing secret and
confidential docunents nust neet the accountability requirenents
of reference (a).

4. Mbde of Transmi ssion of Classified Materi al

a. Telephones. dassified information may be transmtted
via secure tel ephone units (STU II1).

b. Fax. Facsimle equipnent or simlar devices using
unsecure telephone lines will not be used to transmt classified
i nformati on.

c. Conputer. Cassified nessages shall not be processed on
conput ers not designated to process classified nmaterial.
Additionally, classified nessages shall not be processed
el ectronically as attachnents to enails.

5. Destruction of Classified Material. The equi pnent for
shredding classified material is |ocated in EPMAC s
mai | room

6. Cassified Messages. The Cassified Control Cerk receives
classified nessages fromthe Information Systens Technol ogy
Department. The nmessages are put in routing for control,

revi ewed by appropriate codes, and once any necessary action is
taken, the nessages are destroyed.

Encl (1)
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7. Authorized Recipients of Classified Material. Director,
Adm ni strative Services Ofice is responsible for preparing and
distributing the Security Access List.

8. Security Containers. Al classified material will be stored
in GSA approved safes. The SF 702, Security Contai ner Check
Sheet, will be filled out when opening and cl osing safes that
contain classified materi al .

9. Responsibilities of Safe Custodians. Information for safe
control is contained in references (a) and (b).
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CLASSI FI ED | NFORVATI ON SECURI TY CHECK LI ST

1. Each individual nmust be sure his or her working area is
secure at the end of the working day.

a. Look on top of, under, behind, and in desks.
b. Make sure that working trays and baskets are enpty.

c. Properly store or shred notes, carbon paper, rough
drafts, or simlar working papers.

d. Place classified docunents, correspondence, or related
classified material in proper security containers.

e. The disks and printer ribbons are renoved from word
processors and Personal Conmputers (PC s) and the electrical
power is turned off.

f. Securely close each drawer or door of the security
container and | ock the container by rotating the dial at |east
four conplete turns in the sanme direction.

g. Check the |ocking drawer to nake sure the container is
secur ed.

h. Survey the general area to be sure no classified
material is unsecured. This includes |ooking on top of and in
bet ween security containers, general storage cabinets, working
tabl es, and checking trash cans.

i. Double check security containers to ensure they are
cl osed and | ocked by rotating the conbination dial four tines in
the sanme direction and trying to open each drawer of the
security containers.

J. The reproduction machine is cleared by running it once
and checki ng the reproduction paper for inpressions. Mchines
will be turned off at the end of the working day.

k. The fax is cleared.

. Security container tops are cleared.

m I ndividual office spaces are cleared.

Encl (2)
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n. Typewiter ribbons are renoved fromthose machi nes using
carbon ribbons on which classified informati on has been typed.

0. Any electrical appliances are di sconnected.
p. The general area is surveyed.

g. |If anyone is still working in the area, with a security
cont ai ner open, he or she is listed as an exception, beside the
itemon the checklist which has not been secured. That person
will then be responsible for securing the item double checking,
and initialing the checklist, showng the tinme of securing.



